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1
Decision/action requested

It is proposed to approve the evaluation of solution #13 for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835, Study on authentication and key management for applications; based on 3GPP credential in 5G, v 0.5.0

3
Rationale

This contribution proposes an evaluation to solution #13 (AKMA authentication via the control plane).
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].
***
BEGIN CHANGES
***

6.13.3
Evaluation

This solution addresses KI#1, KI#2, KI#3 and KI#4. The solution includes a proposal for an authentication framework (KI#4) which includes an anchor function (AAuF, KI#1) and it proposes the use of control plane as a transport independent (KI#3) mutual authentication procedure (KI#2). The mutual authentication procedure is initiated by the UE using NAS messages which indicate that the NAS messages carry AKMA authentication messages; nevertheless, the procedure in the 5GC is similar to the primary authentication (with two methods, 5G AKA and EAP-AKA') with the difference that the AKMA anchor function (AAuF) plays the role of the AUSF.  

The solution has potential impact on the following parts of the system:

· AMF: The AMF needs to process new NAS messages with the indication that the messages are to be used for AKMA authentication procedure. The AMF needs to interface the potential new NF (AAuF) that plays a similar role as the AUSF in primary authentication.  
· Potentially new NF: A new network function AAuF, may need to be developed which interfaces with the AMF and can invoke the related SBA-based interfaces of the UDM/ARPF. 

· UDM/ARPF: The UDM/ARPF may require distinguishing and possibly recording the network function which requests authentication. 

· UE: New NAS messages with AKMA authentication procedure indication. The AKMA authentication procedure on the UE is similar to the primary authentication.  

The advantages of this solution are:

· Minimal impact on the core network side: only the AMF and UDM potentially needs to be updated with minor updates.

· Minimal impact on the UE. The UE uses the existing NAS protocol for mutual authentication 
· The solution is not dependent on internal keys such as KAUSF, KSEAF for the KAKMA derivation
The disadvantages of this solution are: 

· A new authentication procedure on the 5GC
***
END OF CHANGES
***

